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1.1 Introduction 

1.1.1 Purpose 
To install antivirus software on the Affirm™ Prone Biopsy System product. 

1.1.2 Scope 
This document applies to all Affirm Prone Biopsy System products with version 1.0.1 
software and above. 

1.1.3 Estimated Time 
Installation of antivirus products takes approximately 30 minutes to complete including 
configuration. 

1.1.4 Reference List 
Hologic has verified only the products and versions that are in the following list. These 
products and versions do not interfere with the operation of the system. Hologic does not 
recommend installing any other product or version. Hologic cannot guarantee the 
effectiveness of these products in the prevention of malicious software. 

This document provides instructions for the following products. 

• Symantec™ Endpoint Protection 12.x 
• McAfee® Enterprise VirusScan 8.8.x 
• Sophos® Endpoint Security & Control 10 
• Trend Micro® OfficeScan® 11 

 

 

NOTE 
The customer must provide these products. Load only the client program and only one 
antivirus program per system. Refer to the appropriate section of the installation guide. 

 

   
 

1.1.5 Definitions 
• LiveUpdate – A feature that allows servers and clients to retrieve updates from an 

internal server or Symantec’s official LiveUpdate server. 
• Managed – The client system is configured to send virus alerts and retrieve virus 

updates from an internal parent Symantec server. 
• Real-Time – Real-time scanning of each file that is loaded in RAM. 
• SmartScan – A scanning technique that scans the header of each file to determine its 

true file extension and to identify possible malicious code. 
• Unmanaged – The clients do not connect to the network nor do they have a parent 

server with which they communicate. These clients must download their own virus 
definition updates. 

 



 Affirm Prone Biopsy System 
 Antivirus Software Installation 
 

MAN-04965, Revision 001 Hologic Page 2 of 6 
 36 Apple Ridge Road, Danbury, CT 06810 (203) 207-4500  

© 2016 Hologic, Inc. The information contained in this document is proprietary. Distribution is prohibited. 

1.2 Customer Preparation Checklist 
Before the installation, note the following: 

• Hologic does not supply antivirus software. It is the responsibility of the customer to 
procure the software and associated licenses. 

 

1.3 Preinstallation Checklist 
Prior to the installation, review the following: 

• Ensure that no existing antivirus software is loaded on the workstation prior to 
installation. 

• Ensure that the installer has the proper serial keys and associated licenses for the 
product to install. 

 

1.4 Install the Software 
Follow the instructions for the software installation: 

• Installing Symantec Endpoint Protection v12.x as Unmanaged Client on page 3 
• Installing Symantec Endpoint Protection v12.x in a Managed Setting on page 4 
• Installing McAfee Enterprise VirusScan v8.8 on page 5 
• Installing Sophos Endpoint Security and Control 10 on page 6 
• Installing Trend Micro OfficeScan 11 on page 6 
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1.4.1 Installing Symantec Endpoint Protection v12.x as Unmanaged Client 
1. On the Acquisition Workstation, press and hold down the Ctrl key while selecting 

the Shutdown button. Continue holding down the Ctrl key while selecting the Exit 
button to close and shut down the Acquisition Workstation application program 
properly. 

2. Install the software: 

a. Insert the media from Symantec. 

b. Browse to the media and double-click setup.exe to start the installation process. 

c. When the Symantec window appears, click Install Symantec Endpoint 
Protection Client. 

d. A Welcome window appears. Click Next. 

e. Click I accept the terms in the license agreement, then click Next. 

f. Select Unmanaged client radio button, then click Next. 

g. Select Custom, then click Next. 

h. Click the drop-down box in front of Application and Device Control and select 
x to disable this component from installing. 

i. Click the drop-down box in front of Network Threat Protection and select x to 
disable this component from installing. 

j. Click Next. 

k. Ensure Enable Auto-Protect and Run LiveUpdate boxes are checked, then select 
Next. 

l. Click Install. 

m. Click Finish, then Exit. 

n. Launch Symantec Endpoint Protection from Start > All Programs. 

o. When prompted to start client service for Symantec Endpoint Protection, click 
No. 

p. You are now looking at the Symantec Endpoint Protection dashboard. Ensure 
that there is no warning about out-of-date definitions. If there is a warning, work 
with your local IT group to configure the system before clicking Fix. (Fix requires 
an active internet connection to download the definition files from Symantec.) 

3. Configure protection (balancing security with performance). 

a. Select the Change settings tab on the left side pane of the Symantec Endpoint 
Protection dashboard. 

b. Click Configure Settings next to the Antivirus and Antispyware Protection 

c. Click the File System Auto-Protect tab, then click the Selected check box under 
"File Types" section. Click OK to close. 
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d. Select the Change Settings tab on the left side pane of the Symantec Endpoint 
Protection dashboard. 

e. Click Configure Settings to the right of Centralized Exceptions. 

f. Click Add > Security Risk Exceptions > Folder. 

4. Exclude the following directories and its subdirectories from scanning: 
C:\Aries 
C:\Images 

 
 

 

Note 
If the drive letters do not apply to your configuration, substitute the appropriate drive 
letters. 

 
 

1.4.2 Installing Symantec Endpoint Protection v12.x in a Managed Setting 
Symantec Endpoint Protection in a managed configuration is an IT-centric product that is 
geared toward an enterprise with IT support staff. Hologic assumes that the customer: 

• has the infrastructure already running, 
• has the personnel with expertise to deploy and manage the antivirus product, and 
• knows which files or directories on Hologic systems to exclude from scanning. 
It is recommended that only the antivirus client is installed, and features such as firewall 
or application control are left uninstalled. Other features such as firewall or application 
control are not recommended, as they increase the risk of reduced productivity due to 
the high maintenance required. Install them at your own risk if you have the local 
personnel with the right skill set to configure and maintain them. 

For optimal system performance, ensure that the installed antivirus software excludes the 
following directories and their subdirectories from scanning: 

C:\Aries 

C:\Images 
 

 

Note 
If the drive letters do not apply to your configuration, substitute the appropriate drive 
letters. 
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1.4.3 Installing McAfee Enterprise VirusScan v8.8 
1. On the Acquisition Workstation, press and hold down the Ctrl key while selecting 

the Shutdown button. Continue holding down the Ctrl key while selecting the Exit 
button to close and shut down the Acquisition Workstation application program 
properly. 

2. Install the software: 

a. Insert the McAfee media. 

b. Browse to the media and double-click setupvse.exe to start the installation 
process. The McAfee console appears. 

c. Click Next at the McAfee VirusScan Enterprise Setup screen. 

d. Select the appropriate licensing information, click I accept, and then click OK. 

e. Select Typical, then click Next. 

f. Choose Protection Level Standard, then click Next. 

g. Click Install. 

h. When installation is complete, unselect Run On-Demand Scan. 

i. Click Finish. 

j. If you are prompted to reboot, reboot the system. 

3. Once the Acquisition Workstation completes booting, press and hold down the Ctrl 
key while selecting the Shutdown button. Continue holding down the Ctrl key while 
selecting the Exit button to close and shut down the Dimensions application program 
properly. 

4. Exclude the following directories from scanning: 

a. Double-click the McAfee shield in the system tray and select Properties. 

b. In the left pane, click All Processes, then select the Exclusions tab. 

c. Add the following directories and its subdirectories to Exclusions: 

C:\Aries 
C:\Images 

 

 

Note 
Do not forget to check the Also exclude subfolders box when you add directory to the 
exclusion. 

 

 
 

 

Note 
If the drive letters do not apply to your configuration, substitute the appropriate drive 
letters. 
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1.4.4 Installing Sophos Endpoint Security and Control 10 
Sophos is an IT-centric product that is geared toward an enterprise with IT support staff. 
Hologic assumes that the customer: 

• has the infrastructure already running, 
• has the personnel with expertise to deploy and manage the antivirus product, and 
• knows which files or directories on Hologic systems to exclude from scanning. 
It is recommended that only the antivirus client is installed, and features such as firewall 
or application control are left uninstalled. Other features such as firewall or application 
control are not recommended, as they increase the risk of reduced productivity due to 
the high maintenance. Install them at your own risk if you have the local personnel with 
the right skill set to configure and maintain them. 

For optimal system performance, ensure that the installed antivirus software excludes the 
following directories and their subdirectories from scanning: 

C:\Aries 

C:\Images 
 

 

Note 
If the drive letters do not apply to your configuration, substitute the appropriate drive 
letters. 

 

 
 

1.4.5 Installing Trend Micro OfficeScan 11 
Trend Micro OfficeScan antivirus is an IT-centric product that is geared toward an 
organization with dedicated IT staff. Hologic assumes that the customer: 

• has the infrastructure already running, 
• has the personnel with expertise to deploy and manage the antivirus product, and 
• knows which files or directories on Hologic systems to exclude from scanning. 
For optimal performance, be sure Trend Micro OfficeScan excludes the following 
directories and subdirectories from scanning: 

C:\Aries 

C:\Images 
 

 

 

Note 
If the drive letters do not apply to your configuration, substitute the appropriate drive 
letters. 

 

 
 


	1.1 Introduction
	1.1.1 Purpose
	1.1.2 Scope
	1.1.3 Estimated Time
	1.1.4 Reference List
	1.1.5 Definitions

	1.2 Customer Preparation Checklist
	1.3 Preinstallation Checklist
	1.4 Install the Software
	1.4.1 Installing Symantec Endpoint Protection v12.x as Unmanaged Client
	1.4.2 Installing Symantec Endpoint Protection v12.x in a Managed Setting
	1.4.3 Installing McAfee Enterprise VirusScan v8.8
	1.4.4 Installing Sophos Endpoint Security and Control 10
	1.4.5 Installing Trend Micro OfficeScan 11



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





